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2. protocol specification

2.1. http protocol, Post mode, coded as UTF-8, device port: 14460

Interface root Address: http: / / Device ip Address: 14460 /
Interface form: provide external service through HTTP request.

Interface security: the initial call to the interface needs to set the device password
(pass) first, and then call any later Interfaces require the incoming device

password (pass) as the interface security verification secret key.
Interface example illustration: All examples in this chapter use postman,
A) POST, with the request parameters in the body

b) Content-Type: application/json; charset=utf-8

2.2.Common interface return description:

public class ResultInfo<T> {

private Boolean result; / / Whether the operation is successful, the success is
true, and the failure is false

Private String data; / / Business data returned by the interface

can be numeric, string or collection, etc

Private String message; / / Information returned by the interface,

usually the cause information of the error type code

}

For the example of the interface return involved in the document, the return
data of individual interfaces will be slightly adjusted, and the true return results

shall prevail.



2.3. operating process:

Equipment for the first time: start the device into the main interface. The
device has no initial password.

2.4. matters need attention

>

2)

3)

When calling the device interface, do not call the interface of the same device on
other client servers.

If the call interface is returned for parameter exception, check in these steps:

Check whether the parameter name is misspelled and whether there is a space or
return in the parameter name

Check whether the parameter values meet the specification, such as the Int value is
not defined, the id contains illegal characters other than the number letters, etc

Whether Json contains the space (using the Json string returned directly by the
interface needs to remove the space), whether there is more or less? " Please
carefully check the postman example of each interface

If the call interface returns empty, indicating an url error (IP error, spelling error,
field omission, etc.)



3. Http Interface Call (Method: POST—utf-8)

3.1.Set the device communication password (setPassword)

3.1.1. Request data
Method URL
The http: // Device IP: 14460 / setPassword
parameter description type required explain
name
oldPass The old String Y New device or reset
password (restore initialization)
newPass New password String Y device, oldPass "",
change the password,
respectively into the
new and old password.
This interface call
does not require an
incoming pass
Password length: 6
bits
Format: number
3. 1. 2. postman instance

@

[ ]
o]




3.1.3. instance

® Request example
{

"pass":

}

® Return an example
{

"result": true,

"message
"data": "5024668308708C1C"

}

n.onn
. s



3.2. Get the device serial number (getDeviceKey)

3.2. 1. Request data

Method URL

The http: / / Device IP: 14460 / getDeviceKey

parameter name description type Must Additional instructions

pass password String N This parameter does not pass

3. 2. 2. postman instance

POST v | hitp:/f192.168.31.38:14460/getDeviceKey Send v Save v
Params Authorization Headers (10) Body ® Pre-request Script Tests Settings
n form-data % ded [ ] bina GraphQ i
1 il 123456"} T
Body ies Header Test Resul & m -
Prerry Raw Preview Visualize JSON ~ 5 f_. Q
2 "result”: true,
3 "message": "",
4 "data": "FFFF@@2A2A435E98"
5k

3.2.3. instance

® Request example
{

"pass":

}

nn

® Return an example
{

"result": true,
nn

"message":
"data": "5024668308708C1C"

}




3.3.0btain the device OEM (getOEM)

3.3. 1. Request data

Method URL
POST The http: / / Device IP: 14460 / getOEM
parameter name description type Must pass Additional instructions
pass pass String Y
word

3. 3. 2. postman instance

POST ~  http/192.168.1.55:14460/getOEM

Params  Auth Headers (10) Body @ Pre-req. gsts  Settings

raw v JSON

1 I-[':-ass' H

Body
Pretty Raw Preview Visualize JSON =
2 "result": true,
3 message”: "7,
4 "data": "12345678123456781234567812345678"

3.3.3. instance

® Request example
{

"pass":

}

nn

® Return an example
{

"result": true,

Cookies

Beautify

126 E Save Response




n,onn

"message": "",
"data": "12345678123456781234567812345678"

}

3.4. Acquisition of device time (getDeviceTime)

3.4.1. Request data

Metho URL
d
POST The http: / / Device IP: 14460 / getDeviceTime
parameter name description type Must Additional instructions
pass
pass pass String Y
word
3.4. 2. postman instance
POST ~  http://192.168.1.55:14460/getDeviceTime m
Params  Auth Headers (10) Body @ Pre-req.  Tests  Settings Cookies
raw JSON Beautify
1 1" pass
Body {.?' 200 0K 7ms 123E Save Response v
Pretty Raw Preview Visualize JSON = IO Q
] ezult true,

m s W P

3.4.3. instance

® Request example
{

"pass":




® Return an example
{

"result": true,
Hmessage": Vl",
"data": "2022-07-11 15:12:45"

}

3.5.Set Time (setTime)

3.5. 1. Request data

Method URL
POST The http: / / Device IP: 14460 / setTime
parameter name description type Must Additional instructions
pass
pass password String |Y
serverTime password String |Y Time format: yyyy-MM-ddHH:
mm: SS
3.5.2. postman instance
POST ~  hitp://192.1681.55:14460/setTime “
Params Auth Headers (9) Body ® Pre-req. Tests Settings Cookies
raw v JSON Beautify
1  {"pass " "serverTime”:"2028-07-11 15:18:15"} ]
Body (;;ﬁ- 200 0K 31ms 104EB Save Response
Pretty Raw Previe Visualize JSOM  ~ O Q

[S R S TV S
3
o
I
i
i
o,
1]




3. 5. 3. instance

® Request example
{

"paSS": "
"serverTime": "2020-07-11 15:18:15"

}

® Return an example
{

"result": true,
"message": V|ll’
Hdataﬂ. nn

}

3.6. Obtain equipment information (getDevicelnfo) - (controller)

3.6.1. Request data

Method URL

The http: // Device IP: 14460 / getDevicelnfo

parameter name description type Must Additional instructions
pass

pass password String | Y




3. 6. 2. postman instance

POST ~  http:ff192.168.1.42:14460/getDevicelnfo
Params Authorization Headers (10) Body ® Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify

o |

1  H"pass’

Body Cookies Headers (1) Test Results & sStatus: 200 OK  Time: 34ms  Size: 153KE  Save Response
Pretty Raw Preview Visualize JSON ~ = o Q
1 |
2 "result”: true,
3 "message”
4 "data": "{\"devicekKey\":\ "DE6BA4AE2ETACLEZDY" Y\ "newloglnt) " 114 Y "regPowlnt " 15181, "firmWareVer\ " 1\ 202381856614 ",

YVdooxrType\ " 64, "deviceType' " 161, \ "zunTime\ " 13291 %\ "initTimes\":17,\ "bootTimes" " :2@9," "closeDelay" " :3,

YWeloseOutDelayh":@, "lockStatush ": [\ "doorStatus\":0%, '\ "dooxStatus)":07, 1\ "dooxrStatus) ":@%,

i\ "dooxStatus\":08%, 1\ "dooxrStatust":8%, i\ "doorStatusy" 1@, i\ "dooxrStatus’ " 10}, {\ "doorStatus'" 0%,
i\ "doorStatus)":08%, 1\ "doorStatus)":@}, i\ "doorStatus) " :@F, ) "doorStatus " 18, {\ "doorStatush "0},
I\ "doorStatus)":8%,{\ "doorStatus)":@}, I\ "doorStatus) " 0%, Y "doorStatus " 1@}, ' "doorStatush "0},
i 01,4\ "dooxrStatush":@%, I\ "doorStatus\ " :@%, I\ "doorStatus’ " 0%, {\ "dooxrStatus'" 0%,
i 101, 1\ "dooxrStatush 8%, i\ "doorStatus\":@t, 4\ "doorStatus’ " :10%, {\ "doorStatus\" 0%,
i 08F, 1\ "dooxrStatusy":8},{\"dooxrStatusy":8%, {\ "doorStatush " 0%, {\ "doorStatus’ " :10F,
i 0%, 1\ "doorStatus\":8%, i\ "doorStatush " 1@}, {\ "doorStatus’ " :@%, {Y "doorStatust " 10F,
i 0%, I\ "dooxStatus\":8%, I\ "dooxrStatush " @}, {\ "doorStatus’ " 0%, I "doorStatust " 0%,
i 101, 1\ "dooxrStatush 8%, i\ "doorStatus\":@t, 4\ "doorStatus’ " :10%, {\ "doorStatus\" 0%,
i F "doorStatus\":08%, i\ "dooxrStatus) "8}, {\ "dooxrStatush "0}, i\ "dooxrStatusi " 10F,
i 8F, 1\ "doorStatusy":8},{\"dooxrStatusy":8%, {\ "dooxrStatusy " 0%, {\ "doorStatus\ " :0F,
I\ "doorStatus)":8%,{\ "doorStatus)":@}, I\ "doorStatus) " 0%, Y "doorStatus " 1@}, ' "doorStatush "0}, I

.
3.6.3. instance

® Request example
{

"pass":

}

nn

® Return an example
{

"result": true,
"message": ""

"data": "{\"deviceKey\":\"DE606482074C162D\",\"newLogCnt\":14,\"regPowCnt\":5101,\"firmWareVer\":\"2023010601\",\"door Ty
pe\":64,\"deviceType\":61,\"runTime\":3291,\"initTimes\":17,\"bootTimes\":209,\"closeDelay\":3,\"closeOutDelay\":0,\"lockStatus\":[
{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{
\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0}, {\
"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"
doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"d
oorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0}, {\"doorStatus\":0},{\"doorStatus\":0},{\"do
orStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0}, {\"doorStatus\":0},{\"doorStatus\":0},{\"doo



rStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0}, {\"doorStatus\":0}, {\"door
Status\":0},{\"doorStatus\":0},{\"doorStatus\":0},{\"doorStatus\":0}, {\"doorStatus\":0},{\"doorStatus\":0}, {\"doorStatus\":0},{\"doorS
tatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorStatus\":0}, {\"doorSt
atus\":0}]}"

}

explain:
newLogCnt: Number of records
regPowCnt: Number of permissions
firmWareVer: 2021082501 Version No
doorld: Door number
closeDelay: Door opening delay (seconds)
closeOutDelay: Closing delay (seconds)
lockStatus: Door magnetic state status: 0: off (short circuit) 1: on (off)
doorStatus: Door control method 0: online 1: open 2: closed

3.7.0btain equipment information (getDevicelnfo)- (Face ladder

control)

3.7.1. Request data

Method URL
The http: // Device IP: 14460 / getDevicelnfo

parameter name description type Must Additional instructions
pass
pass password String |Y
Reply parameter description type Must Additional instructions
name pass
newLogCnt Number of Int Y

new records

regPowCnt Number of Int Y
registratio

ns




mgrCnt

Number of
administrat

ors

Int

faceCnt

Number of
facial
recognition

devices

Int

cardCnt

Number of

cards

Int

pwdCnt

Number of

permissions

Int

fpCnt

Number of
fingerprint

S

Int

palmCnt

Number of
palmar

veins

Int

FPType

Number of
fingerprint

S

Int

devSN

Device
serial

number

Int

devicelype

Device Type

Int

doorType

Number of

floors

Int

Default 64

firmWareVer

version

Int




number

3.7.2. postman instance

‘ POST - hrtp:/192.1681.151:14460/getDevicelnfo ‘ m

= Docs Params Authorization Headers (10} Body = Scripts Settings Cookies

() none () form-data () x-www-form-urlencoded €@ raw () binary () GraphGQL JSON ~ 5 Schema  Beautify

1 {"passminn}

Body Cookies Headers (3) TestResults m 200 OK 176 ms - 385B -ﬁ- [E#] Save Response oes
{}JSON ~  [> Preview [ Visualize ~ = T Q b
1 il I
2 "result”: true,
3 "message”: "",
4 "data": "{\"newlogCnt":18,%\"regPowlCnt \":1,\"mgrint\":8, " " faceCnt\":0, \"cardCnt " : 1, V"pwdCnt " :1,\"FpCnt\":1,\ "palmCnt" : @, \"FPType\":6,

“"closeDelay’\":5,%\"devsNy " \"FFFFBELCCISO0BAT4\ ", \"deviceType\ " 163, \"doorType\™ 1 64, \ "FirmlareVery " \" 2825112068 " }"

=
=

3.7.3. instance

® Request example
{

"pass":

}

® Return an example
{

"result": true,
"message": ""

"data":
"{\"newLogCnt\":10,\"regPowCnt\":1,\"mgrcnt\":0,\"faceCnt\":0,\"cardCnt\":1,\"pwdCnt\":1,\"fpCnt\"
:1,\"palmCnt\":0,\"FPType\":6,\"closeDelay\":5,\"devSN\":\"FFFF8E1CC9590074\", \"deviceType\":63,\"
doorType\":64,\"firmWareVer\":\"2025112000\"}"

}




3.8.Set the Equipment parameters (setConfig) - (controller)

3.8. 1. Request data
Method URL
The http: / / Device 1P: 14460 / setConfig
parameter name description type Must Additional instructions
ass
pass password String ’ Y
logSaveType Storage Int Y | When the record storage is
method full, O: stop, 1: override
reVerify swipe card | Int Y Default 0
interval
manual control Open the Y Open manual opening ladder
manual (button) open 1 by default
ladder
(button)
appFirstFloor Ignoring the Y Whether to ignore the first
first layer floor (when the single floor is
direct, send the first floor and
the direct floor, can ignore the
first floor) default open 1
fire_alarm_control | Fire control | Int Y 1: often open 2: often close
mode
closeDelay Close time Int Y | Decimal number, in seconds,
delay range 0 to 255
seconds
doorParam Set set of Json Y | Send the door number in order
gate from small to large
parameters
doorWorkWay | work Int Y | 0 Ordinary 1 timing, factory




pattern default 0

3.8. 2. postman instance

POST ~ http://192168.1.42:14460/setConfig m

Params Authorization Headers (10) Body » Pre-request Script Tests Settings Cookies

none form-data w-www-form-urlencoded @ raw binary GraphQL JSON Beautify

1 {"pass":"","workModel":®,"logSaveType™:1," Ie\-’erifv" 1@, "manual_control":1,"fire_alarm_control”:1,"appFirstFlooxr":1,

closeQutDelay"

"closeDelay ,“doorParam”:[{"doorWorkiWay":1%, {"dooxrWorkWay":81, {"dooxrWorkWay" @1,

i coo:n.:xknaJ "dooxrWorkkay" cooIl'Joqu.ay" o d:oxn.ork'n’ay' :

;1 dooxWorkiay" :@%, f"dooxWorkWay " :0%,
‘dooxrWorkiay" :@%,

{"doorWorkWay" "dooxrWorkkay" “doorWoxkWay" :8%, { "doorWorkWay " : “dooxWorkWay":0%,

"doorworkiay"”

HE
HaE i
{"doorWorkway” :@t,{"doorWorkway" :0%, { "doorWorkiay " : ‘doorkorkiay" 0%, I "doorWorkWay " 10},
{"doorWorkway” "doorwWorkWay":0}, I "doorWoxkiay" :8%, { "doorWoxrkiiay " : ‘doorkorkiay" 0%, I "doorWorkWay " 10},
i "doorWorkwWay" "doorwWorkkay" 0}, {"dooxrlWorkiWay" 8%, { "doorWoxrkiay " : ‘doorborkiay" 0%, { "doorWorkWay ™ 10},
dooriWoxrkWay™ :01,{"dooxrWorkkWay":0},{ "dooxlWoxkWay" 01, "doorWoxrkiay": ‘dooxrkorkWay" 0%, I "dooxrWorkiWay " 10},
dooriWorkWay"” :01, {"dooxrWorkkWay":8%,{"doozWoxkWay" 10}, { "doorWorkiWay " 10}, { "doorlorkWay" 0%, { "dooxWorkWay " 10},
dooriWorkWay" :0%, {"doorWorkkay":8%,{"dooxlWoxrkWay" 108}, { "doorWorkWay " 101, { "doorkorkWay" 0%, { "dooxrWorkWay" : 8},
{"doorWorkWay" :8%,{"doorWorkkay" :0}, {"doorWorkiay" :8%, i "doorWorkWay " : 83, {"doorkorkiWay" :81, f "dooxWorkWay " :8%,
{"doorWorkWay" :8%, {"doorWorkkay" :0}, {"doorWorkiay" :8%, { "doorWorkWay " : @83, {"doorkorkiWay" 181,  "dooxWorkWay ™ : 8%,
{"doorWorkway" :03]%
Body Cookies Headers (1) Test Results @ Status: 200 OK  Time: 647 ms  Size: 104 B Save Response ~
Pretty Raw Preview Visualize JSON = 5 O
10 |
2 "result": true,
3 "message”: "7,
4 "data": "

o

3. 8. 3. instance

® Request example
{"pass":"","workModel":0,"logSaveType":1,"reVerify":0,"manual_control":1,"fire_alarm_control":1,"appFirstFloor":1,"closeDelay":3
,"doorParam":[ {"doorWorkWay":1},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":1},{"doorWorkWay":0},{"doorW
orkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWor
kWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWork
Way":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkW
ay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay
":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0
},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0}, {
"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"d
oorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doo
rWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorW
orkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0} ]}




® Return an example

{

"result": true,
"message": nn
Vldatavl. nn

}

3.9. Obtain Equipment parameters (getConfig) - (Controller)

3.9.1. Request data

Method

URL

The http: / / Device IP: 14460 / getConfig

parameter name description type Must Additional instructions
pass
pass password String | Y




3.9. 2. postman instance

POST ~ http://192168.1.42:14460/getConfig
Params  Authorization Headers (9) Body ®  Pre-request Script  Tests  Settings Cookies
none form-data w-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1 [ pass i I
Body Cookies Headers (1) Test Results @ sStatus: 200 OK Time: 8ms  Size: 148 KE  Save Response v
i i i — ™
Pretty Raw Preview Visualize JSON ~ = [—D ()
1 [ |
2 "result": true,
3 "message’: "7,
4 "data": "IV"logSaveType'":1,% "reVerify'":0,%"appBlackList)\ "0, "appFirstFloor’ " 1, \ "readerPasswordy":0,
Y "readerDataCheck' " :8,% "doorParam\”: [{\ "dooxWoxkWay" " :1}, I\ "dooxWorkay' " 181, I\ "dooxrWorkkay\" @1,
I\ "doorWorkway' " :1%, {\ "doorWorkway " :0%, I\ "dooxWorkWay" " :8%, I\ "doorWorkway' " : 0%, {\ "doorWorkwayh " 8%,
i\ "dooxrWorkWay'":0%,{\ "doorWorkwWay" " 10}, I\ "dooxWorkWay' ":8%, I\ "dooxrWorkway' " :08%, 1\ "doorWorkway" "0},
i "doorWorkwWay'":0%,]\ "doorWorkway" " :0%, {\ "dooxWorkway' ":@%, I\ "doorWorkway' " :0%, 1\ "doorWorkway" "0},
i\ "dooxrWorkWay'":0%,{\ "doorWorkwWay" " 10}, I\ "dooxWorkWay' ":8%, I\ "dooxrWorkway' " :08%, 1\ "doorWorkway" "0},
i "doorWorkwWay'":0%,]\ "doorWorkway" " :0%, I\ "dooxWorkway' ":@%, I "doorWorkway\ " :0%, 1\ "doorWorkway" "0},
1Y "dooxrWorkwWay' " :0%, 1\ "doorWorkway" " :0%, I\ "dooxWorkWay' " 8%, I\ "dooxrWorkway' " :0%, i\ "doorWorkway" "0},
i "dooxrWorkwWay\":0%,i\ "doorWorkway" ":0%, I\ "dooxWorkwWay" ":@%, I\ "dooxWorkway\ " :0%, 1\ "doorWorkway" "0},
1Y "dooxrWorkwWay' " :0%, 1\ "doorWorkway" " :0%, I\ "dooxWorkWay' " 8%, I\ "dooxrWorkway' " :0%, i\ "doorWorkway" "0},
i "dooxrWorkwWay\":0%,i\ "doorWorkway" ":0%, I\ "dooxWorkwWay" ":@%, I\ "dooxWorkway\ " :0%, 1\ "doorWorkway" "0},
I\ "doorWorkway' " :8%, {\ "doorWorkwayy " :0%, I\ "dooxWorkWay" " :8%, I\ "doorWorkway " :0%, {\ "doorWorkwayh " :0%,
i\ "dooxrWorkWay'":0%,{\ "doorWorkwWay" " 10}, I\ "dooxWorkWay' ":8%, I\ "dooxrWorkway' " :08%, 1\ "doorWorkway" "0},
I\ "doorWorkway' " :8%, {\ "doorWorkwayy " :0%, I\ "dooxWorkWay" " :8%, I\ "doorWorkway " :0%, {\ "doorWorkwayh " :0%,
i\ "doorWorkway' " :@:]1"
5 |
h Conkire o Canturs reouests FF Rontcamn [F] Runner il Trash

3.9. 3. instance

® Request example
{

"pass":
}

® Return an example
{

"result": true,

nn

"message":
"data": "{\"logSaveType\":1,\"reVerify\":0,\"appBlackList\":0,\"appFirstFloor\":1,\"readerPassword\":0,\"readerDataCheck\":0,\"door
Param\":[ {\"doorWorkWay\":1},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":1},{\"doorWorkWay\":0},{\"door
WorkWay\":0}, {\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\
"doorWorkWay\":0},{\"doorWorkWay\":0}, {\"doorWorkWay\":0},{\"doorWorkWay\":0}, {\"doorWorkWay\":0}, {\"doorWork Way\"
:0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWork

Way\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"door
WorkWay\":0}, {\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0}, {\
"doorWorkWay\":0},{\"doorWorkWay\":0}, {\"doorWorkWay\":0},{\"doorWorkWay\":0}, {\"doorWorkWay\":0}, {\"doorWork Way\"
:0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWork

Way\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"door



WorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0}, {\"doorWorkWay\":0}, {\
"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\":0},{\"doorWorkWay\"

:0},{\"doorWorkWay\":0}]}"

}

Note: Parameters are set in the same way as the equipment parameters

3.10.Set Equipment Parameters (setConfig) - (Face ladder control)

3. 10. 1.

Request data

Method

URL

The http: / / Device IP: 14460 / setConfig

parameter name description type Must Additional instructions
pass

pass password String Y

sumFloor Total floor | Int Y Default value is 16, and
number maximum is 64

firstFloor Start floor | Int Y Default value: 1; range-5~63

secFloorTime The Int Y After the device enters the
selected layer selection page, the exit
layer page time when there is no
displays the operation, the unit second (5-
time 60 seconds) default: 15

seconds
faceLiving Vivian Int Y Default value 10

valve value

0: Do not enable liveness

detection




Integer with valid values
ranging from 10 to 99 (subject

to device adjustments)

faceThreshold Vivian Int Y Default 50
valve value Integer with valid values from
0 to 99 (subject to device
adjustment)
faceDistance Identify Int N 0: Far 1: Medium 2: Near
distance default 0
Near: 0.3-0.5m
Medium: 0.3-1m
Distance: 0.3-2.5m
lightEnable Fill light Int N 0 off 1 automatic fill light
switch (detected face lights on, no
face lights off after one
minute), 2 time periods,
default: 1
lightTime Supplement | Int N Support one sections
al lighting
period
beginTime | Time slot N N 8: 00 is represented by 800
start time
endTime End time of | N N 18: 00 is represented by 1800
time period
displayStandbyTi | Screen-off | Int N Set the screen hold time, 0
me time does not sleep (unit: seconds),
(0-600s)
Language language Int N 0: Chinese 1: English
screenType Screen Int N 0: Black Screen 1: Screen
saver type saver
faceRepeatEnable | Continuous | Int N 0: Not enabled, 1: Enable




recognition default: 0
enable
switch

Volume sound Int N 0-100

repeatOpenTime | Repeat Int N 0-60 minutes, interval for
confirmatio saving facial recognition
n time records

wgOutputEnable | Do you Int Y 0: No, 1: YesDefault: 1
want to
enable
output WG

wgOutputFormat | WG input Int Y 0: Card number, 1:
and output Employee numberDefault: 1
format

wgOutputModel WG Int Y 0: "WG26",1: "WG34"
input/output Default: 1
mode

3.10.2. postman instance

3.10.3. 1instance

® Request example

{
"pass": "",
"wgOutputEnable": 1,
"wgOutputModel”: 0,
"wgOutputFormat": 1,
"repeatOpenTime": 1,
"faceRepeatEnable": 1,
"faceThreshold": 50,
"facelLiving": 45,




"faceDistance": 0,

"Volume": 8,

"Language": 1,

"screenType": 0O,

"displayStandbyTime": 60,

"lightEnable": 1,

"lightTime": [
{

"beginTime": 1730,
"endTime": 730

}
1,

"firstFloor": 1,
"sumFloor": 16,
"secFloorTime":

® Return an example

{

"result": true,
!lmessage": VHI’

"data": nn

}

3.11.0btain Equipment Parameters (getConfig) - (face ladder

control)

3.11.1. Request data

Method

URL

The http: // Device IP: 14460 / getConfig

parameter name description type Must Additional instructions
pass
pass password String | Y




3.11. 2.

postman instance

‘ POST v http://192.168.1152:14460/getConfig ‘“
= Docs Params Authorization Headers () Body e Scripts Settings Cookies
() nene () form-data () x-www-form-urlencoded ) raw () binary () GraphQL JSON ©5 Schema  Beautify

1 {"pass":i""}

Body Cookies Headers (3) Test Results (_D
{} JSON ~  [> Preview [ Visuslize -~
14
2 "result”:
3 "message"”
4 "data":

ywfacelivingy 45, \"faceDistance’”:@,\"Volume\":8, \"Language\ "1, \"screenType\": @, \ "displayStandbyTime\":@, \"1lightEnable\ " :1

200 OK 241 ms 503 B Iﬁl [E2] Save Response ees

= T Q @O

"{%\"wgOutputEnable\":1,\"wglutputModel,": 1, \"wglutputFormaty" : @, \"repeatOpenTimel":1, " faceRepeatEnable'" 11, "faceThreshold\" :58,

S\ 1lightTimey":

[{%\"beginTime\":1738,\"endTime\":730}],\"firstFloor\":1,\"sumFloor\":16,\"secFloorTime\" :5}"

3.11. 3.

instance

® Request example

npassn Lonn

}

® Return an example

"result"

. true,

"message": R

"data":

"{\"wgOutputEnable\":1, \"wgOutputModel\":1,\"wgOutputFormat\":0,\"repeatOpenTime\":1,\"faceRepeatE
nable\":1,\"faceThreshold\":50,\"faceLiving\":45,\"faceDistance\":0,\"Volume\":8,\"Language\":1,\"

screenType\":0,\"displayStandbyTime\":0,\"1lightEnable\"
Time\":730}],\"firstFloor\":1,\"sumFloor\":16,\"secFloorTime\"

}

Note: Parameters are set in the same way as the equipment parameters

1,\"lightTime\":[{\"beginTime\":1730,\"end
5}



3.12.Restart device (restartDevice)

3.12.1. Request data

Method URL

POST The http: / / Device IP: 14460 / restartDevice

parameter name description type Must Additional instructions
pass
pass password String | Y

3.12.2. postman instance

POST ~ http://192168.1.85:14460/resetDevice m

Params Authorization Headers {10) Body & Pre-request Script Tests Settings Cookies

none form-data w-www-form-urlencoded B raw binary GraphQL JESOM  ~ Beautify
1 4"pass":""F

Body Cookies Headers Test Results @@ 2000K 20ms 1048 Save Response

Pretty Raw Preview Visualize JSON v = I} Q

2 result’ true
3 message "
4 data":
B t

3.12.3. instance

® Request example
{

"pass":

}

® Return an example
{

"result": true,

"l’l’lessage"I YHI,

"data": nn

}




3.13.Initialization Device (resetDevice)

3.13.1. Request data

Method URL

The http: // Device IP: 14460 / resetDevice

parameter name description type Must Additional instructions

pass password String |Y

3.13.2. postman instance

POST * | hwp://192.168.31.38:14460/restartDevice
Params Authorization Headers (10) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL  JSON -

1 {"pass' :"123i56”}|

Body Cookies Headers (1) Test Results

Pretty Raw Preview Visualize JSON E
1 f
2 "result”: true,
3 "message": "°
4 dat
5 I

3.13.3. instance

® Request example
{

" " nn
pass":

}

® Return an example
{




"result": true,
"message": nn
lldata". nn

}

3.14.Remote door opening (openDoorControl)

3.14.1. Request data

Method URL
POST The http: / / Device IP: 14460 / openDoorControl
parameter name description type Must Additional instructions
pass password String | Y
doorld Floor number Int |Y Starting from 1(1764)
3.14.2. postman instance
POST e http://192168.1.55:14460/openDoorControl m
Params  Auth Headers (10) Body ® Pre-req. Tests Settings Cookies
raw v JSON ~ Beautify
1 ass oorId”:1f
Body Cookies Headers Test Results C:_f:' 200 0K 79ms 104E  Save Response
Pretty Raw Preview Visualize JSON + = 5 o}
; "result": true,
3 "message”
4 "data " H o
3.14.3. instance

® Request example
{

"pass
"doorld": 1

LU
. s




}

® Return an example

{

"result": true,
"message": nn
lldata". nn

}

3.15.Issue period (up to 5 groups at a time) (setTimePart)

Note: Up to 200 custom groups, numbered from 1 to 200

3. 15. 1.

Request data

Method

URL

The http: / / Device IP: 14460 / setTimePart

parameter name description type Must Additional instructions
ass
pass password String 5
timePart Time period Json |Y
collection
partld Time period Int Y 1~200
number
outControl Extra-section Int Y 0: Online 1: often open 2:
control mode often closed
partSection Time period Json |Y Set sets 6 small segments
collection
partBegin  [Start time of Int Y If 8:00,800, not enabled start
time and end are 0
partEnd Time end time Int Y 1800 for 18:00
partVWay |Validation type Int |Y | The reference type defines
the validation type
inControl  |Control mode in Int Y 0: Online 1: often open 2:




‘ ‘ the segment often closed

3.15.2. postman instance

POST ~  http:/f192.168.1.45:14460/setTimePart m

Params Authorization Headers (10) Body e Pre-request Script Tests Settings Cookies

none form-data ®-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify

1 {"pass":"","timePart":[{"partId”:1, "outControl”:@, "partSection”:[{"partBegin" 1088, "partEnd" :1968, "partVWay" :8,
"inControl":@%,f"partBegin":@, "partEnd”:@, "partViay" :@, "inControl" :0%, {"partBegin" :@, "partEnd™ : @, "partiViay":@,
Control":0%, {"partBegin":@, "partEnd™:0, "partVi Control":8%,{"partBegin":@, "partEnd™:8, "partViay”:0,
inControl":8%, {"partBegin":6, "partEnd” :8, "partVilay" :¢ Control":8%]1%,{"partId":2,"outControl":@,
"partSection”:[{"partBegin”:1168, “partEnd" 12008, "partVWay":0,"inControl" :8},{ "partBegin”:@, "partEnd":@,

"partViay” "partBegin":@,"partEnd" :0, "partViWay":@, " inControl

8%, "partBegin”:@, "partEnd" @,
partBegin":0, "partEnd" :8, "partViwWay":8, "inControl”:8%,{"partBegin" 10, "partEnd" :0,
{"partId”:3, "outControl™:®@, "partSection”:[{"partBegin”:110@, "partEnd” :200@,

, “inControl®:0%,

"partViway":@,"inControl”:8%,§"

, “inControl®:0%,

"partViay”:

"partBegin":@,"partEnd" :@, "partViWay":@, " inControl™:8%,{"partBegin” 1@, "partEnd" €

8} ,1"partBegin" 0, "partEnd" :@

"partViay ,"inControl®:83,{"partBegin":8, "partEnd" :@, "partViWay":@, "inControl

-] i

) i
"partViway":@,"inControl™:0%}]F,

] 1

;]

o c]

"partViay ; “inControl®:8%,{"partBegin":@, “partEnd" :@, "partViWay":@, "inControl™:8}]},{ "partId”:4, "outControl

"partSection”:[{"partBegin" 1168, "partEnd" 12008, "partVWay":0, "inControl" :0},{ "partBegin”:8, "partEnd":@,

L

"partVway":@,"inControl”:8},{"partBegin":0, "partEnd" :8, "partViWay":@, " inControl” :0%,{"partBegin" 10, "partEnd":8,
"partVway”:@,"inControl”:@1,{"partBegin":@, "partEnd" :@, "partViay":@, "inControl” :8}, {"partBegin":@, "partEnd":@,
"partViway":@,"inControl™:01]%, {"partId”:5, "outControl™ :0, "partSection”:[{“partBegin™ 11108, "partEnd” :260a,
"partViway":8,"inControl™ :8%,{"partBegin" @, "partEnd" :8, "partViay" :@, "inControl” :8}, {"partBegin" 10, "partEnd" 1@,
"partViway":@, "inControl” :8%, {"partBegin":@, "partEnd" :@, "partViWay" :@, "inControl” :8}, {"partBegin" 1@, "parteEnd" :@,
"partViway":@,"inControl™ :0%,{"partBegin":@, "partEnd" :@, "partViway":@, "inControl™:@3]1]1
Body Cookies Headers (1) Test Results @ status: 200 OK  Time: 846 ms  Size: 104 B Save Response v
Pretty Raw Preview Visualize JSON ~ = O Q

1 [ |

2 "result": true,

3 "message”: "7,

" "data": "

5 +

3.15.3. 1instance

Request example

{"pass":"","timePart":[ {"partld":1,"outControl":0,"partSection":[ {"partBegin":1000,"partEnd":1900,"partVWay":0,"inControl":0} ,{"p
artBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"part
End":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWa
y":0,"inControl":0}]},{"partld":2,"outControl":0,"partSection":[ {"partBegin":1100,"partEnd":2000,"partVWay":0,"inControl":0}, {"pa
rtBegin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"partE
nd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partVWay
":0,"inControl":0}]},{"partld":3,"outControl":0,"partSection":[ { "partBegin":1100,"partEnd":2000,"partVWay":0,"inControl":0}, { "par
tBegin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"part En
d":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, { "partBegin":0,"partEnd":0,"partVWay":
0,"inControl":0}]},{"partld":4,"outControl":0,"partSection":[ { "partBegin":1100,"partEnd":2000,"partVWay":0,"inControl":0}, {"part
Begin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEn
d":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partV Way":



0,"inControl":0}]},{"partld":5,"outControl":0,"partSection":[ { "partBegin":1100,"partEnd":2000,"partVWay":0,"inControl":0},{"part
Begin":0,"partEnd":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, { "partBegin":0,"partEn
d":0,"partVWay":0,"inControl":0},{"partBegin":0,"partEnd":0,"partVWay":0,"inControl":0}, {"partBegin":0,"partEnd":0,"partV Way":
0,"inControl":0}1}1}

Return an example
{

"result": true,
llmessage": nn

"data": nn

}

3.16.Issue time group (up to 5 groups at one time) (setTimeGroup)

Note: Up to 200 groups can be customized, numbered from 1 to 200, default O and 255
groups do not need to be set separately, 0: allowed, 255 means no traffic. The time
group of issuing authority does not support the setting of segment and segment control
mode

3.16.1. Request data

Method URL
The http: / / Device IP: 14460 / setTimeGroup
parameter name description type Must Additional instructions
pass
pass password String | Y
timeGroup Time group Issue 5 groups at a time
collection
groupld Time group Int Y 1~200
number
tWeekSun Select the time Int Y Select the time period
period on Sunday number
tWeekMon Select the period Int Y Select the time period
on Monday number
tWeekTue Select time Int Y Select the time period




periods on number
Tuesday

tWeekWed Select time Int Select the time period
periods on number
Wednesday

tWeekThu Select time Int Select the time period
periods on number
Thursday

tWeekFri Select time Int Select the time period
periods on Friday number

tWeekSat Select the time Int Select the time period
period on number
Saturday

tiIsAppHoliday | Whether the time Int 1: Time group is higher
group is higher than holidays, and time
than the holidays group i1s valid

0: Effective during
holidays




3.16.2. postman instance

POST v http://192.168.1.45:14460/setTimeGroup
Params Authorization Headers (10) Body e Pre-request Script Tests Settings
none form-data w-www-form-urlencoded @ raw binary GraphQL JSON ~

1 H{"pass’

Cookies

Beautify

2t "timeGroup” i [{"groupId” i1, "tWeekSun" 11, "theekMon" 11, "theekTue" 11, "thWeekled" 11, "tWeekThu" 11, "tWeekFri" 11,

"thleekSat” 11, "tIsAppHoliday 101, {"groupld” 12, "thzekSun" 10, "theskMon" 10 "theekTue" 10, "thWeskied " 10, "theekThu"

"theekFri® 0, "tWeek
"theekThu®:0, "tWeskFri
"theskiWeo" 11, "tWeskThu":
"theekTue" 10, "tWeskied " :

10, "tIsAppHoliday" 0%, {"groupId":3, "tWeekSun" 1@, "theekMon":

r

cUtheekFritil, "tWeekSat® 11, "tIsfAppHoliday" 113, I " groupId”:

A

"theekSun" 11, "tWeskMon":
{"groupId”: 8, "tWeekSun" 11, "theakMon" 11, "tWeekTue™ 11, "theeklied" 1, "tieekThu'

yUtheekTue" 11, "theskied

e,
.3’

“theekSat":@, "tIzAppHoliday™ 18}, {"groupld” 14, "theekSun" 1, "tWeskMon™ 11, "tWeekTue" 11,
'31
1,
7

,ttWeskTuse" 10, "theekled" :

1 i@, TtWeekMon"
@, "theekThu":@, "tWeekFri" 10, "tWeekSat" :8, "tIsAppHoliday "0}, {"groupId” 16, "thWeekSun":
"theskMon® 11, "tWeskTue" 11, "theeked" 11, "theekThu" 11, "thWeekFri" 11, "tWeekSat" 11, "tIsAppHoliday” 111, {"groupId”:
1 21, "tWeekThu" i1, "theekFri" 11, "theekSat" 11, "tIsAppHaoliday" 11},

r

$1, "tWeskFri® 1, "theekSat":1,

"tIzAppHoliday™ 1%, {"groupld” 9, "theekSun" 11, "theekMon" 11, "theskTuse " 11, "theckied" 11, "theekThu™ 11, "thWeekFzi® 1,
"theekSat" 11, "tIsAppHoldiday " 11}, {"groupId" 110, "theekSun" 11, "theckMon™ 11, "theekTue" 11, "tWeekhed" 11, "tWeekThu" 1,

"tieskFri® i1, "tWeekSat 11, "tIsAppHoliday" 1111}

Body Cookies Headers (1) Test Results ) status: 200 OK Time: 1142 ms  Size: 104 B
Pretty Raw Preview Visualize JSON =
1
2 "result”: true,
3 "message”: "7,
N ndatat: v

3.16.3. 1instance

® Request example

Save Response

{"pass":"","timeGroup":[{"groupld":1,"tWeekSun":1,"tWeekMon":1,"tWeekTue":1,"tWeekWed":1,"tWeek Thu":1,"tWeekFri":1,"tWe
ekSat":1,"tIsAppHoliday":0},{"groupld":2,"tWeekSun":0,"tWeekMon":0,"tWeekTue":0,"tWeekWed":0,"tWeekThu":0,"tWeekFri":0,
"tWeekSat":0,"tIsAppHoliday":0},{"groupld":3,"tWeekSun":0,"tWeekMon":0,"tWeekTue":0,"tWeekWed":0,"tWeekThu":0,"tWeekF
ri":0,"tWeekSat":0,"tIsAppHoliday":0},{"groupld":4,"tWeekSun":1,"tWeekMon":1,"tWeekTue":1,"tWeekWed":1,"tWeekThu":1,"tW
eekFri":1,"tWeekSat":1,"tIsAppHoliday":1},{"groupld":5,"tWeekSun":0,"tWeekMon":0,"tWeekTue":0,"tWeekWed":0,"tWeekThu":0
,"tWeekFri":0,"tWeekSat":0,"tIsAppHoliday":0},{"groupld":6,"tWeekSun":1,"tWeekMon":1,"tWeek Tue": 1,"tWeekWed":1,"tWeek T
hu":1,"tWeekFri":1,"tWeekSat":1,"tIsAppHoliday":1},{"groupld":7,"tWeekSun":1,"tWeekMon":1,"tWeekTue":1,"tWeekWed":1,"tW
eekThu":1,"tWeekFri":1,"tWeekSat":1,"tIsAppHoliday":1},{"groupld":8,"tWeekSun":1,"tWeekMon":1,"tWeekTue":1,"tWeekWed":1
,"tWeekThu":1,"tWeekFri":1,"tWeekSat":1,"tIsAppHoliday":1},{"groupId":9,"tWeekSun":1,"tWeekMon":1,"tWeek Tue":1,"tWeek W
ed":1,"tWeekThu":1,"tWeekFri":1,"tWeekSat":1,"tIsAppHoliday":1},{"groupld":10,"tWeekSun":1,"tWeekMon":1,"tWeekTue":1,"tW

eekWed":1,"tWeekThu":1,"tWeekFri":1,"tWeekSat":1,"tIsAppHoliday":1}]}

® Return an example
{

"result": true,
nn

"message":

"data": nn

}



3.17.Issue holidays (up to 20 groups at a time) (setTimeHoliday)-

(controller)

Note: up to 50 groups can be customized, 20 groups at a time, can be distributed in 3
times,

3.17.1. Request data

Method URL
The http: / / Device IP: 14460 / setTimeHoliday
parameter name description type | Must Additional instructions
ass
pass password String ?{
timeHoliday Holiday A maximum of 20 groups at a
collection time
holidayld | Holiday Int |Y 1~50, the unique holiday number
number
beginDate | date Int |Y |On May 1, the format is: 501
commenced
endDate deadline Int |Y | Month day
timePart Time period Int |Y | Selectthe time period number
number




3.17.2. postman instance

POST ~  https/(192.168.1.45:14460/setTimeHoliday m

Params Authorization Headers (10) Body e re-reguest Script Tests Settings Cookies
none farm-data w-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
3 "pass":
3 "timeHoliday": [{"holidayId":1,"beginDate”:1118,"endDate” 11112, “timePart”:21]

Body Cookies Headers (1) Test Results @ Status: 200 OK  Time: 93 ms  Size: 104 B Save Response
Pretty Raw Preview Visualize JSON ~ 5 FD (1
2 "result”: true,
3 message”: "7,
4 "data":

3.17.3. 1instance

® Request example
{

|lpassll: YHI,
"timeHoliday": [{"holidayld":1,"beginDate":1110,"endDate":1112,"timePart":2}]

}

® Return an example
{

"result": true,

nn

"message":
lldatall. nn

}

3.18.Issue authority (setUserPower) - (controller)

Note: The permission list collection can upload the permission of one person at a time,
and the permission is unique with the "card number (cardSN)".



3.18. 1.

Request data

Method

URL

The http: / / Device 1P: 14460 / setUserPower

parameter name description type |Must Additional instructions
pass
pass password String | Y
powerList Collection of You can upload one person's
permissions permission at a time
lists
opType operation Int Y | 1: Upload, 0 to delete
type
cardSN card number | String |Y
password password String | Y | 6 digits, no password, and an
empty string
1sSuper Card type Int Y | 0: Normal card 1: Super card
endExpDate cut-off time String | Y | For example: 2099-12-31
18:30:00
beginExpDate date String | Y | Year month date time point, the
commenced validity period is accurate to
the point
passTimes The number | Int Y | 0: An unlimited number of
of credit card times
timeGroup Time group Int Y
number
doorPower Gate
permissions
group
collection




doorld Door number Int

The number starts at 1

3.18.2. postman instance

POST e http:/192.168.1.42:14460/setUserPower
Params  Auth  Headers (10) Body ® Pre-req.  Tests Settings
raw JSON
1 i
2 "pass": "
3 "powerList":- [
4 d
5 ‘opType":-1,
B "cardsw” - "4714111",
7 ‘name” 1 "R,
g 'passwoxd”: """,
g 'isSupsr":@,
1l 'beginExpDate”: "2008-12-31 00:05:08",
11 ‘endExpDate”: "289%9-12-31 @@:05:@8",
12 'passTimes" 160,
13 "timeGroup”:@,
14 ‘doorPower”:[{"doorId”:1},{"doorId”:2%]
15 5
16 1

3.18.3. instance

® Request example
{

"pass":

nn
>

"powerList": [

{

"opType": 1,

"cardSN": "4714111",

"Name": "Test",

"password": "",

"isSuper":0,

"beginExpDate": "2000-12-31 00:05:00",

Cookies

Beautify




"endExpDate": "2099-12-31 00:05:00",

"passTimes":0,

"timeGroup":0,

"doorPower":[{"doorld":1},{"doorld":2}]

H
]
}

® Return an example

{

"result": true,
"message": Y|ll’
lldatal'. nn

}

3.19.Get permission (getUserPower) - (controller)

Description: The index starts from 0, and for every successful acquisition, the device
will return the new index and return the index to the device until the device appears,
complete, and the acquisition is complete

3.19.1. Request data

Method

URL

The http: / / Device IP: 14460 / getUserPower

parameter name description type Must Additional instructions
pass

pass password String | Y

index Permission Int |Y The index starts at 0

index




3.19.2. postman instance

POST ~  http://192.168.1.43:14460/getUserPower “

Params Authorization Headers (10) Body e Pre-request Script Tests Settings Cookies
none form-data K-www-form-urlencoded @ raw binary Graph@L JSON ~ Beautify
1 H"pass":"","index":8} I
Body Cookies Headers (1) Test Results @ Status: 200 OK  Time: 12 ms Size: 1.26 KB Save Response ~
Pretty Raw Preview Visualize JSON ~ = o Q
1 [ |
2 "result": true,
3 "message”: ""
4 "data": “I%"index\":1,)"cardsSN" 12448772259, "validStart\":\"2088-12-31 @8:08:88%",\ "validEnd\":}"2899-12-31
ag:ee: e\, "passwoxd" t A\ " isSuper 1@, 0\ "times\ " 10, "dooxPowex\ " 1 [\ "dooxIc\ " 11}, I\ "dooxId\ "1 2}, {Y "dooxrId\ "3}
I\ "doorId\":4%, {\"dooxId\":5},{\"dooxId\":6}, I\ "dooxrId\":71, {\ "dooxrId\":8%, I\ "doorId\":9}, {\"dooxId\ " 201,
i%"dooxId\":11%, Y "dooxId\ " 112}, 1\ "dooxIdy" 113}, 1% "dooxIdY " 114}, 1Y "dooxIdh " 15}, 1Y "dooxId\ " 116}, i\ "doorId\ " 117},
i "dooxId\":18%, {\ "doorId\ " :19%, {\ "dooxIdy":28%, {% "dooxIdy " :21}, I% "dooxrIdh":22%,{%\ "dooxrId\":23%, i\ "dooxrId\ " : 241,
I%"dooxId\":25%, I\ "dooxId\ " :26%, I\ "dooxId"" :27%, I% "dooxId" " : 28}, I "dooxIdh " 29}, I\ "dooxId\ " :30}, I\ "doorTd"\ " : 31},
i "dooxId\":32%, {\ "dooxrId\ " :33%, {\ "dooxIdy" :34%, {% "dooxId\ " :36%, I% "dooxrIdh":36%,{ "dooxId\ " :37}, i\ "dooxrId"\ " :358%,
i "dooxId\":39%, {\ "dooxrId\ " :48%, {\ "dooxIdy" 141}, {% "dooxId\ " 42}, " "dooxrId\":43},{" "doorId\" :44%,{\ "doorId\ " : 45},
i "r46%, I\ "dooxI 47%, I\ "dooxrId)" 1481, I\ "dooxIdy " 1491, % "dooxrId\ " :50%, I\ "doorId\" 51}, I\ "doorId\ " 1521,
I\ "dooxId\":53}, {\"dooxId\ " :54%, {\ "dooxId\ " :55%, I "dooxrIdy":56%, {"dooxrId\":57%,{\ "dooxId\ " :58%,{\ "doorId\" 591,
I\ "dooxId\" 160}, I\ "doorId\ " 1613, I\ "dooxId\ " 1621, I "dooxId, " 632, {' "dooxId\":641]1"
5 3 |

3.19.3. instance

® Request example 1
{

"pass":
"index": 0

}

® Return sample 1

{

"result": true,

nn

llmessage": l”l’
"data": "{\"index\":1,\"cardSN\":2112217589,\"validStart\":\"2000-00-00 00:00:00\",\"validEnd\":\"2070-04-

03 00:00:00\" \"password\":\"\",\"isSuper\":0,\"times\":0,\"timeGroup\":0,\"doorPower\":[ {\"doorId\": 1}, {\"doorId\":2},{\"doorId\":3 }

B
}

validStart: Start time
validEnd: End time
isSuper: 0 normal card

® Request example 2
{

"pass":

nn
E



"index": 1
H
® Return sample 2

{

"result": true,

"message": "complete"

}

3.20.Issue authority (setUserPower) - (face ladder control)

Note: The permission list collection can upload one person at a time, and the
permission is unique to "card number (Acc No)".

3.20.1. Request data

Method

URL

The http: / / Device IP: 14460 / setUserPower

parameter name description type |Must Additional instructions
pass
pass password String | Y
powerList Collection of You can upload one person's
permissions permission at a time
lists
opType operation Int Y | 1: Upload, 0 to delete
type
accNo job number | Int Y
cardSN card number | String |Y
endExpDate cut-off time String | Y | For example: 2099-12-31
18:30:00
beginExpDate date String | Y | Year month date time point, the
commenced validity period is accurate to
the point
passTimes The number | Int Y | 0: An unlimited number of




of credit card

times

timeGroup Time group Int
number
faceldl Do you have | Int None: -1, Yes: 0, Permission
photo 1 must include photo
facelmagel Photo 1 Base64 If there is no, then null. Base64
without labels,
name Name String Within 100k, the facial photo
should not be too blurry, with a
resolution of 1080 * 720 or
below and 240 * 360 or above
password Personal String Supports 4 Chinese characters
password
dept Department | Int 6-digit number, pass empty
Number string without password
isManager Is it an Int Department ID (1-50)
administrator
fpld1 Do you have | Int 0: Regular User 1:
fingerprint 1 Administrator (menu
accessible)
fpld2 Do you have | Int 0: No fingerprints 1: There are
fingerprints 2 fingerprints
fpl Fingerprint 1 | String 0: No fingerprints 1: There are
data fingerprints
fp2 Fingerprint 2 | String 810 byte Byte array converted
data to hexadecimal string, obtained
by protocol getUserPower
palmld Is there a Int 810 byte Byte array converted
palmar vein to hexadecimal string, obtained
present by protocol getUserPower
palmiInfo Palm vein Base64 None: 0, Yes: 1, Permission




data

must include palm vein data

doorPower

Gate

permissions

group
collection

doorld

Door number

Int

The number starts at 1

3. 20. 2.

postman instance

POST v http:/f {{IP}} : {{post}} /setUserPower

15 Authorization Headers (10) Body = Scripts
none form-data *=-www-form-urlencoded o raw binary
1 {

2 "powerList": [

3 {

4 "doorPower":

5 {

6 "doorId": 1

7 Is

8 {

9 "doorId": 2

18 ¥

1 1.

12 "opType 1,

13 cardsl 47141117,

14 "name": "zero",

15 "beginExpDate”: "2088-081-01 92:00:88",

& "endExpDate™: "2026-18-14 23:509:08",
17 "password" "y

18 "timeGroup": @,

19 "accho™: 1@,

28 "faceldl": -1,

21 "faceImagel™: null,

22 isManager": @

23 3

24 1.

25 "pass": "™

Y
Body Cookies Headers (3) Test Results n
{} JSON ~ [> Preview ~

B e

q
"result": true,

"message"
"data": ""

GraphQL JSON

Cookies

*= Schema Beautify

200 OK 389 ms 145 B l@l Save Response oo

= =T Q bOe




3.20.3. instance

® Request example

~

"powerList": [
{

"doorPower": [

{
"doorId": 1
}s
{
"doorId": 2
}
1,
"opType": 1,
"cardSN": "4714111",
"name": "zero",
"beginExpDate": "2000-01-01 00:00:00",
"endExpDate": "2026-10-14 23:59:00",
"password": "123654",
"timeGroup": 0,
"accNo": 10,
"faceIldl": -1,
"faceImagel": null,
"isManager": 0@

1,

"pass": nu

® Return an example

{
"result": true,
"message": "",
"data": ""

}

3.21.Access permission (getUserPower) - (face ladder control)

Description: The index starts from 0, and for every successful acquisition, the device
will return the new index and return the index to the device until the device appears,
complete, and the acquisition is complete



3.21.1. Request data

Method URL
POST The http: / / Device IP: 14460 / getUserPower
parameter name description type Must Additional instructions
pass
pass password String | Y
index Permission Int |Y The index starts at 0
index

3.21.2. postman instance

POST v | hup/192.168.1.180:14460/getUserPower

Parsms  Authorization  Headers (10) Body ®  Pre cript
none form-data xwww-form-urlencoded @ raw binary
1 Krpass":™","index":8)

Body Cookies Headers (1) Test Resul

Pretty Raw Preview Visualize JSON w =
1 q
2
3

@
o
]
3
3
v
9
:
=
@
H
o
fi
z
‘

"\ isManagery” 8,
,\"doorId\":7

3.21.3. 1instance

® Request example 1

{

llpassll: H",
"index": 0

}

® Return sample 1

{

"result": true,

"message":

"data": "{\"index\":1,\"accNo\":1,\"accName\":\"11\",\"validStart\":\"2000-01-

01 00:00:00\",\"validEnd\":\"2099-01-

01 00:00:00\",\"isManager\":0,\"cardSN\":\"2112217589\", \"powerTimeGroup\": [{\"group\":0}],\"doorP
ower\":[{\"doorId\":1,\"doorId\":2,\"doorId\":3,\"doorId\":4,\"doorId\":5,\"doorId\":6,\"doorId\":
7,\"doorId\":8,\"doorId\":9,\"doorId\":10,\"doorId\":11,\"doorId\":12,\"doorId\":13,\"doorId\":14,




\"doorId\":15,\"doorId\":16,\"doorId\":17,\"doorId\":18,\"doorId\":19,\"doorId\":20,\"doorId\":21,
\"doorId\":22,\"doorId\":23,\"doorId\":24,\"doorId\":25,\"doorId\":26,\"doorId\":27,\"doorId\":28,
\"doorId\":29,\"doorId\":30}],\"faceId1\":1,\"faceImagel\":\"/9j/&Ms...2Q0==\"}"}

accName: Name

validStart: Start time

validEnd: End time

group: Time group

isManager: Administrator

FaceIdl: Does it contain a face? ©: None: Yes
FpIdl: Does it contain fingerprints? ©: None: Yes
PalmID: Does it contain palmar vein @: None 1: Yes

® Request example 2
{

"pass": "",

"index": 1

}

® Return sample 2

{

"result": true,

"n.oon

"message": "complete"

}

3.22.Number of acquired records (getLogCount)

3.22.1. Request data

Metho URL

The http: / / Device IP: 14460 / getLogCount

parameter name description type Must Additional instructions

pass password String | Y




3.22.2. postman instance

POST ~  http://192.168.1.55:14460/getLogCount
Params Authorization Headers (10) Body @ re-reguest Script Tests Settings
none form-data w-www-form-urlencoded @ raw binary GraphQL JSON
1 1 pass -
Body Cookies Headers Test Results & 2000K 11ms 166B
Pretty Raw Preview Visualize JSON =
1
2
3
4 Wi2,%"oldloglnty "2, "readPos’, " @, "writePos)\ "1 21"
5 H

3.22.3. instance

® Request example
{

"pass":

}

® Return an example
{

"result": true,

"message": "",

"data": "{\"newLogCnt\":2,\"oldLogCnt\":2,\"readPos\":0,\"writePos\":2}"
}

pour:

newLogCnt: // Number of new records
oldLogCnt And // Number of historical records

3.23.Get Record Content (getLoglInfo)

3.23.1. Request data

Cookies

Beautify

Save Response

Method URL

POST The http: / / Device IP: 14460 / getLoglInfo

parameter name description \ type \ Must | Additional instructions




pass
pass password String | Y
flag tab Int |Y 0 historical record 1 new
record
length Number of Int |Y Take the number of records
collection bars at one time
index index of Int |Y The index number starts from
matrix 0, for example, there are 100
records, collecting 8 at a time,
the first request is 0 and the
second request is 8
3.23.2. postman instance
POST v htp://192.168.1.43:14460/getLoglnfo m
Params  Authorization  Headers (10)  Body e stScript  Tests  Settings Cookies
none @ form-data @ x-www-form-urkencoded binary @ GraphQL  JSON Beautify
1 Erpass:tt,"flzg":1,"length”:2,”indsx” 0} -

Body Cookies

Pretty Raw

N N

3.23. 3.

Headers (1) Test Results

Preview Visualize JSON

@) Status: 200 OK  Time: 6ms  Size: 696 B Save Response

\"doorIdInfo) " :\ " 0OEE0RAEEHEAAEAERAEARERAAREAAEREA0ERAEA0RAAA0EAAEAEAEEREEEAREERAEY " |\ "TeadTd) " 10}]

instance

® Request example
{"pass":"","flag":1,"length":10,"index":0}

® Return an example

{

"result": true,




"message":

nn

s

"data": u[{

\ "deviceKey \": \ "FFFF002A2A435E98 \", / / device serial number

\ "reqSeqNo \": \ "160025214642688858 \", / / Record serial number

\ "logType \": 0, // Record type (0: normal record, 1: Illegal User record 2: system and alarm record)

\ "passTime \": "2020-09-18 17:50:00", / / Record time: time format: yyyy-MM-ddHH: mm: ss

\ "operation \": 2, / / the traffic mode, reference attribute, record the traffic mode

\ "alarmCode \": 0, / / alarm status,, reference the attribute, record the alarm code

\ "passStatus \": 0, / / pass status, 0 pass 1, not pass
\"doorIdInfo\"\"1111111111111111000000000000000000000000000000000000000000000000\",

// Door number, record from door 1 to the 64th floor, 1 represents door opening and 0 means no door opening

\ "AccNo \": 1 account number, face ladder control device upload

}]n

3.24.Delete the latest record (deleteNewLog)

3.24. 1.

Request data

Method URL

POST The http: // Device IP: 14460 / deleteNewLog
parameter name description type Must Additional instructions
pass password String | Y




3.24.2. postman instance

POST ~  http:/f192.168.1.55:14460/deleteNewlLog m

Params Authorization Headers (10) Body @ Pre-request Script Tests Settings Cookies
none form-data s-www-form-urlencoded (@ raw binary Graph@L JSON ~ Beautify
1 H{"pass":""} T
Body Cookies Headers Test Results @ 200 0K 10ms 104E  Save Response v
Pretty Raw Preview Visualize JSON = I} @]
z "result": true,
3 "message”: "
A “datat: o

3.24.3. 1instance

® Request example
{"paSS"I""}

® Return an example
{

"result": true,
". nn
B

"message

”data": nn

}

3.25.Empty Equipment Record (deleteAllLog)

3.25.1. Request data

Method URL

POST The http: / / Device IP: 14460 / deleteAllLog

parameter name description type Must Additional instructions

pass password String | Y




3.25.2. postman instance

POST ~  http:f192.168.1.55:14460/deleteAllLog m

Params Authorization Headers (10) Body @ Pre-request Script Tests Settings Cookies

nene form-data ®-www-form-urlencoded raw binary GraphQL JSON Beautify
1 d"pass":""E

Body Cookies Headers Test Results @ 2000 9ms 1048 Save Response v

Pretty Raw Preview Visualize JSON = o Q

2 "result”: true,
3 "message”y "
2 “datat 0

3.25.3. 1instance

® Request example
{

"pass":

}

® Return an example
{

"result": true,
|lmessagell: VHI’

"data": nn

}

3.26.Set up the device active upload record (setLogCallBack)

pour:

1. After the callback is set up successfully, you need to monitor the callback server ip,
the device gets the upload record in real time, and the software replies to the device
json string "{" result ": 1}", and then the device will pass the next one. (All data
should be replied to)

2. Examples of recorded messages
Device request post; Content-Type: application / json; charset = utf-8
Software reply to Content-Type: application / json; charset = utf-8; Content-Length:



Example of the device sending a request message

POST /MJApi/sign HTTP/1.0

Host: 192.168.1.165
User-Agent:Mozilla/5.0 (Iwip;9250) qu
Content-Length: 299

Content-Type: application/json; charset

=utf-8

{"deviceKey":"DF6224041B5C1C21","havLog":0,"lockStatus":[{"doorId":1,"status": 1,"doorStatus":0} ]}

Software reply:

HTTP/1.1 200 Http Server OK
Content-Type: application/json; charset
Content-Length: 121

Connection: close

{"result":1}

=utf-8

Part of the code for the c # software reply can refer to:

THeader[] headers =

// Please refer to the http protocol here

new THeader() { Name= "Content-Type", Value = "application/json; charset=utf-8" },

_n

new THeader() { Name= "Content-Length", Value = result.Length.ToString() },

b

IDictionary<string, int> parameters = new Dictionary<string, int>();

parameters.Add("result", 1);

string postData = JsonConvert.SerializeObject(parameters);
result = System.Text.Encoding. UTF8.GetBytes(postData);

server.SendResponse(connld, HttpStatusCode.Ok, "Http Server OK", headers, result, result.Length);

server.Release(connld);

3. The uploaded record is the record after the callback is successfully set. The record
before the callback setting needs to be collected from the records

3.26.1. Request data

Method

URL

And http: // Device IP: 14460 / setLogCallBack

parameter name description type Must Additional instructions
pass
pass password String | Y
logCallBackURL | Service IP String | Y [E.g.: "http://
192.168.31.179:13333 / expog"
where the .
) Set "" cancels the real-time
device

proactively

upload records




uploads the

records

3.26.2. postman instance

POST ~ http:/f192.168.1.55:14460/setLogCallBack “

Params Authorization Headers (10) Body @ re-request Script Tests Settings Cookies
nong form-data w-www-form-urlencoded @ raw binary GraphQL JSON - Beautify
1 g
2
3 "htto://192.165.1.103:13333 /uplag”,

Body Cookies Headers est Results @ 200 0K B1ms 104B  Save Response v

Pretty Raw Preview Visualize JSON ~ o Q

"result": true,

T S I

|
o=
T
=
i

3.26.3. 1instance

® Request example

{

"pass": "",

"logCallBackURL": "http://192.168.1.103:13333/uplog",
"readCard": 0

}

® Return an example
{

"result": true,
"message": nn
"data"‘ nn

}

Real-time monitoring record:
1. When returning to the credit card record, refer to "Obtaining Record Content (getLogInfo)"

Step control controller record example: {"deviceKey": "DE60648207323827", "havLog":1, "reqSeqNo": "167654792211750107",
"cardSN": "13614991", "passTime": "2023-02-1611:45:22", "logType":0, "operation":0, "alarmCode":80, "passStatus":1,
"readld":0, "deviceType":61, "doorldInfo":
"0000000000000000000000000000000000000000000000000000000000000000", "lockStatus":[ {"doorld":1,



"doorStatus":0}, {"doorld":2, "doorStatus":0}, {"doorId":3, "doorStatus":0}, {"doorld":4, "doorStatus":0}, {"doorId":5,
"doorStatus":0}, {"doorld":6, "doorStatus":0}, {"doorld":7, "doorStatus":0}, {"doorld":8, "doorStatus":0}, {"doorld":9,
"doorStatus":0}, {"doorld":10, "doorStatus":0}, {"doorld":11, "doorStatus":0}, {"doorld":12, "doorStatus":0}, {"doorld":13,
"doorStatus":0}, {"doorld":14, "doorStatus":0}, {"doorld":15, "doorStatus":0}, {"doorld":16, "doorStatus":0}, {"doorld":17,
"doorStatus":0}, {"doorId":18, "doorStatus":0}, {"doorId":19, "doorStatus":0}, {"doorld":20, "doorStatus":0}, {"doorld":21,
"doorStatus":0}, {"doorId":22, "doorStatus":0}, {"doorld":23, "doorStatus":0},
{"doorld":24,"doorStatus":0},{"doorld":25,"doorStatus":0},{"doorld":26,"doorStatus":0},{"doorld":27,"doorStatus":0},{"d
oorld":28,"doorStatus":0},{"doorld":29,"doorStatus":0},{"doorld":30,"doorStatus":0},{"doorld":31,"doorStatus":0},{"doorI
d":32,"doorStatus":0},{"doorld":33,"doorStatus":0},{"doorld":34,"doorStatus":0},{"doorld":35,"doorStatus":0},{"doorId":3
6,"doorStatus":0},{"doorId":37,"doorStatus":0},{"doorld":38,"doorStatus":0},{"doorld":39,"doorStatus":0}, {"doorld":40,"d
oorStatus":0},{"doorld":41,"doorStatus":0},{"doorld":42,"doorStatus":0},{"doorld":43,"doorStatus":0},{"doorld":44,"door
Status":0},{"doorld":45,"doorStatus":0},{"doorld":46,"doorStatus":0},{"doorld":47,"doorStatus":0},{"doorld":48,"doorStat
us":0},{"doorld":49,"doorStatus":0},{"doorId":50,"doorStatus":0},{"doorId":51,"doorStatus":0},{"doorId":52,"doorStatus":
0},{"doorld":53,"doorStatus":0},{"doorld":54,"doorStatus":0},{"doorId":55,"doorStatus":0},{"doorld":56,"doorStatus":0}, {
"doorld":57,"doorStatus":0},{"doorld":58,"doorStatus":0},{"doorld":5

2. Face ladder control device heartbeat 30s once

{"deviceKey":"FFFFOAD90718BAF9","firmWareVer":2024072901,"regPowCnt":5}

3. Face ladder control equipment record
{"deviceKey":"FFFF9AD90718BAF9","havLog":1,"reqSeqNo":"172223233362072900","logType":0,"accNo":0,"visitorld"
:0,"passTime":"2024-07-29
13:52:13","operation":100,"alarmCode":0,"passStatus":0,"doorld":1,"readld":1,"confidence":0,"temperature":0,"lockStatus":
[{"doorld":1,"status":0}]}

4.1.Set the timing door opening (setTimingControl)- (controller)

Note: To enable this function, set the doorWorkWay parameter in the setConfig
interface, but not reset the doorWorkWay parameter in the setConfig interface

4.1. 1. Request data

| Method | URL




POST The http: / / Device IP: 14460 / setTimingControl

parameter name description type Must Additional instructions
pass

pass password String | Y
timingInfo

doorld Door number Int |Y

timeGroup | Time group Int |Y

number

4. 1. 2. postman instance

POST ~  http://192.168.1.58:14460/setTimingCantrol m

Params Authorization Headers (10) Body » Pre-request Script Tests Settings Cookies
none farm-data ®-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1 i
5 "oass'r "M,
3 "timingInfo": [
a :
5 "dooxrId": -1,
6 “timeGroup”: :I
7 &
8
9
Body Cookies Headers (1) Test Results @ Status: 200 OK Time: 81 ms Size: 104 B Save Response
Pretty Raw Preview Visualize JSON ~ 5 FD (1
1 [ |
2 "result": true,
3 "message”: "7,
" "datatr "
5




POST v
Params Authorizatior
noene form-data

1 $"pass™:""

Headers (10) Body »

http://192.168.1.42:14460/setConfig

®-www-form-urlencoded

;workModel":8, "logSaveTy

"closeDelay":3,"closeOutDelay":

i
i
i
i
i
i
i
i

g
g

4.1.3.

"dooxrWorknay "
"dooxrWorknay "
"dooxriWorkWay":
"dooxrWorknay "
"dooxrWorknay "
"dooxriWorkWay":
"dooxrWorknay "
"dooxrWorknay "
dooxWorkway "
dooxWorkWay "

:8%, I"doorWorkiay"
:8%, I"doorWorkiay"
@}, {"doorWorkiay"
:8%, I"doorWorkiay"
10}, I "doorWorklay":
01, f"doorWorkilay" :
:8%, I"doorWorkiay"
:0}, I"doorWorkkay" :@
:0%, I"dooxWorkay":@
:0}, I"dooxrWoxrklay" : @

instance

® Request example
//setTimingControl

{

"passll: Illl,
"timingInfo": [
{

"doorld": 1,

"timeGroup": 1

}
]

}
//setConfig

{"pass":"","workModel":0,"logSaveType":1,"reVerify":0,"manual_control":1

Pre-request Script

® raw binary

Tests Settings

GraphQL JSON

i

Cookies

Beautify

pe“:l,"reVerify":@,"Tanusl_control":1,"fire_alarm_control“:1,"appFirstFloor Hi

5, "doorParam”:[{"“doorWorkiWay" :
HoE e
HoE e
HoE e
HoE e

;1 "doorWoxkWay":0%,

doorWoxrkiWay":03,{"
doorWoxrkiWay":03,{"
doorWoxrkiWay":03,{"
doozWorkiay":0%,{"

;1 "doorWoxkWay":8

) 733
) 733
H: I
i
753
i.t"

doorWoxkiay" :@

;1 "doorWoxkWay":8
"doorWorkway":8%,

doorWoxkiWay":8

dooxrWorkwWay "
dooxrWorkwWay "

dooxrWorkwWay" :
dooxrWorkwWay" :@
"doorWorkWay" :@
"dooxrWorkWay" : @
"doorWorkWay" :@
"dooxrWorkWay" : @
"doorWorkway" : @
"doorWorkWay" :

a

MMMMMMMM

33
o
o
o
o
o
1
1

11, {"doorwWorkWay" : 8}, { "doorWorkiay" : 8%,
HIF e
HIF e
“doorborkWay" :0%, { “doorlWorkWay™ 8%,

doorlWorkWay" 108}, { "doorWorkWay" :
doorWorkWay" :8%,1" dcorworknay“:a},

‘doorWorkWay" :8%, f"doorWorkiWway" :0%,
‘doorWorkWay" :8%,

‘doorWorkWay" :8%, f"doorWorkiWway" :0%,
‘doorWorkWay" :8%,

‘doorWorkWay" :8%, f"doorWorkiWway" :0%,
"doorWorkWay" :0%,{ " "doorWorkway" :8%,
"doorWorkWay" :6%, 1" doorNorknay”‘B}]H

“doorWorkiWay" :0%,

“doorWorkiWay" :0%,

,"fire_alarm_control":1,"appFirstFloor":1,"closeDelay":3

,"closeOutDelay":5,"doorParam":[ {"doorWorkWay":1},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":1},{"doorWork
Way":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkW

ay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay

":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0
+,{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{
"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"d

oorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doo

rWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorW
orkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWor
kWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWork

Way":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0},{"doorWorkWay":0} ]}



5. UDP protocol

5.1.Interface universal return description

public class ResultInfo<T> {

private Boolean result; / Whether the operation is successful, success is true,
failure is false

private T data; / / The service data returned by the interface can

be type privateString message for numerical value, string or set;

/ / The information returned by the interface is usually the cause
information of the error type code

hY

For the example of the interface return involved in the document, the return
data of individual interfaces will be slightly adjusted, and the true return results

shall prevail.

5.2.Search Device (UDP Broadcast) (1001)

Note: The search did not return, you can check whether there are multiple network
cards or whether there is a closed firewall

5.2.1. parameter declaration

Instruction: 1001 Description: UDP sends broadcast data
(255.255.255.255,14440))

required parameter

{

"Pass'": """, // Udp communication password, 6 digits, the factory password is
"y

"appCode': 1001 // instruction identification

b

Response parameters




{

"result": true,

"messageﬂ: HH,

"data": {
"deviceKey": "5024668358 A3BF1C", / / Serial number
"deviceType": 61, / / Device type, reference

"firmWareVer": "2021082501", / / version number, and the characters include
letters or numbers
"doorType": 64, / / floors

"termlId": 1, /I equipment number
"onlineWay": 0, / / Network connection mode
"enableDHCP": 0, /' / Whether the Dynamic Acquisition IP is enabled

"locallp": "192.168.1.49", / / ip address
"subAdd": "255.255.255.0", / / The subnet mask
"defaGate": "192.168.1.1", / / Gateway
"serverlp": "192.168.1.160", / / server IP
"serverPort": 14440 / / Server side port
"lableSN": 5000004, / / Label serial number
"deviceModel": "JH 51", / / model number
"Oem'": "FFFEFDFCFBFAFI9FS8F7F6F5F4F3F2F1F0" / / oem, by
configuring the OEM settings

j
b

5.3. Configuration of IP (UDP Broadcast) (1002)

5.3.1. parameter declaration

Instruction: 1002 Description: UDP sends broadcast data
(255.255.255.255,14440))

required parameter




{

"Pass': """,/ / UDP communication password, udp protocol requires this
parameter
"deviceKey":"FFFFFFFFFFFFFFFE",
"appCode': 1002,
"newPass'': '"123456", / / Udp communication password, password 6 digits, do
not change the old password, here only pass the latest password
"enableDHCP'": 0, // Auto get IP 0 is not enabled, 1 enabled
"locallp': ''192.168.1.200",
"subAdd": "'255.255.255.0",

"defaGate': "'192.168.1.1"

"termId": 1 // equipment number

Response parameters

{"result":true,""message':"","data":""}

5.4. Configuration of OEM (UDP Broadcast) (1010)

5.4.1. parameter declaration

Instruction: 1010 Description: UDP sends broadcast data
(255.255.255.255,14440))

required parameter

{

"paSS": "",

"deviceKey": ""'5024668358A3BF1C", // Serial number

"appCode': 1010, / / instruction identification

"oemPassword': "FFFEFDFCFBFAFIFS8F7F6FSF4F3F2F1F0" / / OEM
password, hex number, 32 characters

b

Response parameters

{"result'":true,"'message':"","data":""}




6. type definition

6.1.Validation Type-Time-period validation type

block

All certified or

15 Face+fingerprint

16 Password+face/ fmgerprint/palm
print

17 Card+Face/Fingerprint/Palmprint

20 All certifications or

6.2.Record alarm code

0 normal

80 Illegal card

83 fire alarm

89 Blacklist alarm

90 Has expired

92 Has passed the effective number
93 Read header data check error
95 Alarm

0 normal




80 Illegal card
83 fire alarm
90 Has expired
95 Alarm
91 stranger

6.3.Record the mode of passage

0 card
1 fingerprint
2 face
3 Remote user opening the door
(mobile end)
4 Temporary password to open the
door
6 Personal password
8 Super Card Open Door
9 QR code to open the door
10 Card+personal password
11 Fingerprint+password
12 Face+personal password
13 Fingerprint+card
14 Face+card
15 Face+fingerprint
21 palm vein
22 Palm print+card
23 Palm print+fingerprint
24 Palmprint+Face
25 Palm print+password
41 Insufficient card swiping interval
The door is always closed and
42 cannot pass through
43 Not open dpring the designated
time period




46 Holiday period

97 Open the ladder manually
100 Remote door opening
101 Button to open the door
102 Timed door opening
104 Emergency door opening
105 Emergency door closing
108 Restore online

6.4.device type

61

electric lift controller

63

Face ladder control

6.5. Control door type

64

number of floor levels

6.6.Door control mode

online

[—

normally open

normal close




